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STATEMENT OF WORK 

Sikich LLP (Sikich) is providing this Statement of Work (SOW) to Partner Connections, Inc DBA ConectUS Wireless 

(ConectUS Wireless) for Sikich to conduct express external network penetration testing services. 

EXPRESS EXTERNAL NETWORK PENETRATION TESTING 

The Sikich external penetration test provides a “hacker’s eye” view of your Internet-connected systems. In this test, a 

trained, experienced security consultant attempts to gain access to your systems using the tools and techniques 

employed by professional computer criminals and other attackers. 

External penetration tests are a critical part of an organization’s overall information security program. External 

penetration tests from Sikich are designed to meet the requirements of several compliance standards and to provide 

valuable information to ConectUS Wireless and their IT department. Sikich follows a formal methodology based on 

National Institute of Standards and Technology (NIST) Special Publication 800-115. 

Sikich will communicate with ConectUS Wireless as needed throughout the execution of the penetration test. We will 

immediately halt testing and contact ConectUS Wireless if we discover significant vulnerabilities, observe that our 

testing is having an adverse impact on the systems or discover indications of a previous successful attack. 

RULES OF ENGAGEMENT AND TESTING SCOPE 

By executing this SOW, ConectUS Wireless is agreeing that the Sikich penetration testing team will utilize the hosts 

listed on the “Network” page of ConectUS Wireless’s vulnerability scanning account with Sikich as the scope of for the 

testing. Sikich will review these hosts no sooner than 48 hours prior to the start of the test and will notify ConectUS 

Wireless of Sikich’s intent to start testing no later than 24 hours prior to start of the test. Sikich may also target email, 

messaging and cloud-based file sharing services associated with ConectUS Wireless’s domain, even if hosted 

outside of the IP addresses listed in the ConectUS Wireless vulnerability scanning account. Testing will be conducted 

between 8:00 a.m. and 5:00 p.m. Central time. Should ConectUS Wireless notice any network issues during the 

testing, ConectUS Wireless should contact Sikich immediately at 877.403.5227. 

DELIVERABLES 

Part of the value of a penetration test depends on the ability of ConectUS Wireless to understand and act on the 

results. Our testing results summary report is written to be concise while still meeting the needs of your IT department. 

In addition to the report, which will be delivered approximately two weeks after testing concludes, your Sikich 

consultant will set up a 30-minute phone call with ConectUS Wireless to discuss the results in more detail and answer 

any questions. 

OPTIONAL RETESTING 

At ConectUS Wireless’s request, and for an additional fee, Sikich can conduct retesting of the vulnerabilities identified 

in the report once ConectUS Wireless feels they have remediated them. This can provide peace of mind to ConectUS 

Wireless’s IT staff and leadership that the vulnerabilities identified during the initial test were properly addressed. 
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SCHEDULE 

Please check the appropriate box to indicate in which month ConectUS Wireless would like their penetration test to 

occur. All reasonable attempts will be made to meet the request. ConectUS Wireless understands and agrees that 

changes in major factors (such as testing scope) could impact the testing timeframe. 

☐ JANUARY ☐ APRIL ☐ JULY ☐ OCTOBER 

☐ FEBRUARY ☐ MAY ☐ AUGUST ☐ NOVEMBER 

☐ MARCH ☐ JUNE ☐ SEPTEMBER ☐ DECEMBER 

 

FEES AND PAYMENT SCHEDULE 

In estimation to complete the activities as requested, Sikich will charge the following: 

SERVICE FEES 

EXPRESS EXTERNAL NETWORK PENETRATION TESTING (UP TO SIX (6) HOSTS) $1,750 

EACH ADDITIONAL SIX (6) HOSTS IN SCOPE $500 

OPTIONAL RETESTING OF IDENTIFIED VULNERABILITIES $290/HOUR 

 

Upon confirmation of the scope of services within the web portal and notification to ConectUS Wireless of our intent to 

begin the test, Sikich will charge the full fees for the applicable services to the credit card on file. If no card is on file, 

Sikich will invoice ConectUS Wireless for the amount due. The report of the results from testing will not be made 

available to ConectUS Wireless until all fees are received in full. 

TESTING CONTACT INFORMATION 

Please provide contact information for the person Sikich should communicate with throughout testing. 

     

Contact name  Contact phone number 

     

Contact email address  Additional email addresses for testing  

(this address will receive testing notifications)  notifications (optional) 
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X

X

8058571566

 

X

jescully@conectus.com

X

X

 

 

 

X

joanneescully@gmail.com

Joanne Scully
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PROPOSAL ACCEPTANCE 

This engagement is governed by the terms in the Sikich web portal (https://portal.sikichlabs.com/terms). Sikich will 

schedule the services into the appropriate month upon acknowledging receipt of this signed SOW. To accept the 

terms of this engagement, please sign below and return a copy of the executed letter via email to 

jeremiah.wyka@sikich.com. A duly signed copy will be returned to you upon request. 

      

Partner Connections, Inc DBA ConectUS Wireless  Sikich LLP  

Signature   Signature 

      

Print Name, Title  Print Name, Title 

      

Date  Date 
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Corp Sec TresJoanne Scully PartnerBrad Lutgen
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